VACO021 CLOUD COMPUTING

Contact Hours 30 Hoqrs
Prerequisite Nil

Course Description

This course provides undergraduate students a comprehensive introduction to cloud computing
and its role in modern it environments. Through theoretical concepts, hands-on labs, and real-

world case studies, students will gain an understanding of cloud computing models, services,

implementation, and best practices.
Course Objectives
Students will be able to:

Understand the fundamentals of cloud computing and its benefits.
Implement cloud resources using popular cloud platforms.
Manage and monitor cloud resources effectively.

Develop skills to migrate applications to the cloud.

Course Outcomes

On completion of this course, students will be able to:

CO 1: Identify different cloud computing models and deployment options.

CO 2: Describe various cloud service categories and their use cases.

CO 3: Evaluate the security and privacy considerations in cloud environments.
CO 4: Analyze cost management strategies for cloud resources.

Course Outline
Module 1: Introduction to Cloud Computing 3 hours

e Definition and characteristics of cloud computing
e Historical context and evolution of cloud computing
e Role of cloud computing in IT innovation
Module 2: Cloud Service Models and Deployment 3 hours

e Infrastructure as a Service ([aaS), Platform as a Service (PaaS), Software as a Service
(SaaS)
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e Public, private, hybrid, and multi-cloud deployment models
e Pros and cons of different deployment options
Module 3: Cloud Service Categories 3 hours

e Compute, storage, and networking services
e Database services and Big Data analytics in the cloud
e [oT, Al and machine learning services
Module 4: Cloud Security and Compliance 3 hours

e Security challenges in cloud environments
o Identity and access management in the cloud
e Data protection and compliance considerations
Module S: Cloud Implementation and Resource Provisioning 3 hours

e Virtualization and containerization technologies
e Creating virtual machines and containers in the cloud
e Resource provisioning and scalability in cloud environments
Module 6: Cloud Resource Management and Monitoring 3 hours

e Configuration and monitoring of cloud resources
e Auto-scaling and load-balancing strategies
e Cost optimization through resource management
Module 7: Cloud Application Development and Deployment 3 hours

e Cloud-native application development principles
e Continuous integration and continuous deployment (CI/CD) in the cloud
e Serverless computing and microservices architecture
Module 8: Cloud Migration and Integration 3 hours

e Strategies for migrating applications to the cloud
e Integrating on-premises systems with cloud services
e Data synchronization and hybrid cloud solutions
Module 9: Case Studies in Cloud Computing 3 hours

e Real-world examples of successful cloud adoption
e Industry-specific use cases for cloud computing
e Lessons learned from cloud implementation projects
Module 10: Future Trends in Cloud Computing 3 hours

e Edge computing and its impact on cloud architecture
¢ Blockchain technology in cloud environments
o Ethical considerations and sustainability in cloud computing
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Practicum

Throughout the course, students will engage in hands-on labs and practical exercises involving
cloud computing platforms to provision resources, deploy applications, and manage services.
Students will work on real-world scenarios, such as creating virtual machines, setting up databases,
and building cloud-native applications. The practicum will provide sgive students hands-on
experience to apply their knowledge in real cloud computing environments.

Textbook

Erl, T., Mahmood, Z., & Puttini, R. (2013). Cloud Computing: Concepts, Technology &
Architecture. Prentice Hall.

Reference Book

Armbrust, M., & Fox, A. (Eds.). (2010). Above the Clouds: Managing Risk in the World of Cloud
Computing. Springer.

Buyya, R., Broberg, J., & Goscinski, A. M. (2011). Cloud Computing: Principles and Paradigms.
Wiley.

Marston, S., Li, Z., Bandyopadhyay, S., Zhang, J., & Ghalsasi, A. (2011). Cloud Computing—The
Business Perspective. Decision Support Systems, 51(1), 176-189.

Eyaluiﬂon Component B Weightage (%)
1 | Activities 20
2 Presentation 20
3 Attendance 10
4 | End Term Examination ‘ 50
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K.R. MANGALAM UNIVERSITY

EDUCATI ON F OR LI FE
(Recognized by UGC and a member of AlU)

Ref.No.: KRMU/Admin./Notice/2019-20/ |5 9¢ ( Q) Dated: 3" August, 2019
NOTICE

This is to put for information that School of Engineering & Technology is offering Value-Added
Course (VAC) for all interested students during ODD Semester as per the following specifications.

Course Code | Course Title Coordinating Duration
Department / School
VACO17 Cybersecurity SOET 30 Hrs.
VACO18 Data Analytics and Visualization SOET 30 Hrs.
VACO021 Cloud Computing SOET 30 Hrs.
|

e Maximuml00 seats are available for the course.
e Course Start Date: 03 September 2019
e Course End Date: 01 November 2019

All interested students are required to confirm their registration with the Dean-School of
Engineering & Technology latest by 23" August, 2019.

Registrar

b dage:

. Copy to:

Vice Chancellor : For kind information
Dean (Academics Affairs)

Controller of Examinations

All Deans/ School Coordinators

All Faculty Members/ Mentors

Notice Board

Office Copy
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