VAC081 CYBER AND SECURITY LAW

Contact Hours | 30 Hours

Prerequisite Nil

Course Description

This course on Cyber and Security Law is designed to provide students with a comprehensive

understanding of the legal and regulatory aspects of cybersecurity and data protection. Students

will explore the legal framework governing cyber activities, privacy rights, incident response, and

compliance requirements. The course aims to equip individuals with the knowledge and skills

needed to address the legal challenges and ethical considerations in the digital age.

Course Objectives

The course will enable the students to:

Understand the legal framework governing cyber activities and data protection.
Analyze privacy rights, data breaches, and incident response.

Learn about international cybersecurity laws and regulations.

Explore ethical considerations and professional responsibilities.

Develop skills for complianbe and risk management in the digital domain.

Course Outcomes

On the completion of the course students will be able to:

CO1: Explain the legal ﬁamewérk governing cyber activities and data protection.

CO2: Analyze privacy rights, data breaches, and incident response.

CO3: Identify key international cybersecurity laws and regulations.

CO4: Evaluate ethical consideraﬁions and professional responsibilities.
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Course Content

Module 1: Introduction to Cyber and Security Law

e The Significance of Cyber and Security Law

e Ethical Considerations in Cyber Activities

e Legal Challenges and Opportunities in the Digital Age
e Real-world Cyber and Security Law Case Studies

Module 2: Legal Framework for Cyber Activities

e Cybercrime Laws and Regulations

e Data Protection and Privacy Laws

e Intellectual Property and Copyright

e Liability and Jurisdiction in Cyber Offenses

Module 3: Privacy Rights and Data Breaches

e Privacy Rights and Data Protection Principles
e Consent, Data Collection, and Use
e Data Breaches and Incident Response

e GDPR and Other Privacy Regulations
Module 4: International Cybersecurity Laws

e International Cybersecurity Agreements and Treaties
e Cross-border Data Transfers and Jurisdiction
e International Standards and Cybersecurity Governance

e Export Control Regulatioﬁs and Cybersecurity
Module 5: Ethical Considerations and Professional Responsibilities

e Cybersecurity Ethics and Professional Codes of Conduct
e Ethical Hacking and Vulnerability Disclosure
e Whistleblowing and Reporting Cybersecurity Incidents

e FEthical Decision-Making jin Cybersecurity
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Module 6: Compliance and Risk Management 4 hours

e Regulatory Compliance and Cybersecurity Policies
® Risk Assessment and Management
e Cybersecurity Auditing and Testing

e Incident Handling and Response Plans

Practicum

The course includes a practicum where students will analyze cybersecurity case studies, draft
privacy policies and data protection plans, participate in an incident response simulation, and

complete a final cyber and security law project.

Textbooks
Clarke, R. (2021). Cyber War: Ld%w and Ethics for Virtual Conflicts. Oxford University Press.

Koops, B. J., & Newell, B. C. (2017). Global Data Privacy Law in Practice: Understanding and

Using Privacy Rules and Regulations. Wolters Kluwer.
Reference Books

Clarke, R., & Knake, R. K. (2021). The Fifth Domain: Defending Our Country, Our Companies;
and Ourselves in the Age of Cyber Threats. Penguin.

Kuner, C., & Svantesson, D. J. B. (2019). Transborder Data Flows and Data Privacy Law. Oxford
University Press.

Schneier, B. (2015). Data and Goljath: The Hidden Battles to Collect Y our Data and Control Y our
World. W. W. Norton & Companb/.

. Evaluati‘n Component , ‘ l Weightage (%) l

Activities 20

1

2 | Project/Presentation 20
3 | Attendance 10
4 | End Term Examination 50
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Ref.No.: KRMU/Admin./Notice/ZOZl-22/ Dated: 10" August, 2021
NOTICE

This is to put for information that Schoo] of Legal Studies js offering Value-Added Course
(VAC) for al] interested students during ODD Semester as per the following specifications.

Course Code

Course Title Coordinating

) De artment / School
CV Writing and Interview

Preparation :

Maximum 109 seats are availaple Jor the course,

SOLS 30 Hrs. j

Course Start Date: 08 September 2021
Course End Date: 29 September 2021

All interested students are required to confirm theijr registration with the Dean-School of Legal
Studies latest by 27" August, 2021.
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